Kparkuit 0030p cmoco0oB coBepumieHMsi KHOepnpecTyIuIeHUH
aKTyaJIbHBIX B HacTosilllee BpeMs, MCIOJb3yeMbIX IPH IPOBEICHUH
BBICTYIUICHHH (MH(OPMAILMS HANTUCAHA OT NEPBOIO JINIA).

1)  BMIIMHT — 3TO OJHA W3 Pa3HOBHJHOCTEH (PUINMHTA, PU KOTOPOM
TaK)X€ HCIIOJB3YIOTCA METOJbl COLMAIBbHON HHXEHEPUH, HO YK€ C IOMOIIBIO
Teae(OHHOTO 3BOHKA.

Kak 00pI4HO IEHCTBYIOT 37I0YMBIIIJICHHUKN «BUIIEPHI»)?

Ha Ttenedpon mnocrymaer 3BOHOK OT COTpyAHHMKAa OaHKa M OIepaTop
OpeaynpexaaeT, €clid MpsAMO ceilluac He OyAeT MpeAocTaBieHa IOJIHas
uHpopmanus OAHKOBCKOM KapThl eMy IO TeiaedoHy, TO KapTy 3a0JIOKUPYIOT.
JloBepuuBBIN TOJIb30BATENb, CIBIINIA MOJAOOHYIO «yTPO3Yy» Cpa3y K€ BIaJacT B
NIAHUKY W MOJKET BBIIATh BCE MEPCOHAIBHBIE JAHHBIE BIUIOTH JI0 IPOBEPOYHOTO
Koxa u3z SMS.

Takke nmpu BUIIMHTE MOKET OBITh MPEIOKEHA BBITOAHAS IMOKYIKa C
OTPOMHOM CKMAKON WJIM O3By4Y€Ha HMH(pOpPMAIMS O BBIUTPHIIIE B KAKON-ITHOO
akuuu. He Hy>kHO cpa3sy ke pagoBaThCsa CTOIb YAAYHOW MOKYIIKE WM BBITOJHOU
aKlMM, BCErJa CTOUT JIMIIHUHN pa3 MepernpoBEepUTh UHPOPMALIHIO, OOPATUBIIKCH
K OUIIMATIBLHBIM PECypCaM.

B mo0oli HEMOHATHOW CUTyalluu TJIaBHOE HE MaHWKOBaTh. [lomMHUTE —
BCerja BCE MOXKHO MPOBEPUTHh. BeXIMBO MOMpoIIaiTech ¢ COOECEAHHMKOM U
IIO3BOHUTE Ha TOPAYYI0 JMHUIO OpraHu3alud, MPEICTABUTEIIEM KOTOPOH
Ha3BaJICs 3BOHUBIIMK. Tak BBl JIETKO CMOXETE€ IMOHATH ObLI JM 3BOHOK
000CHOBaHHBIM, WJIH Bbl YyTh HE CTAJIA KEPTBON BUIIMHTA.

PacnpocTpaHeHHbIe MPUMeEPbI BUIIIMHTA
e 3BOHKH U3 OaHKa.

MorieHHUKA 3BOHSAT Ha MOOWJIBHBIE C HOMEpPOB, KOTOPBIE MOTYT
HAaNOMUHATh HOMEp O0aHKa. «3apaBCTBYHUTE, 51 COTPYAHHUK CIy>KObI 0€30MaCHOCTH
OaHka», — TpeACTaBIAOTCS OHM. W cooOmamT, 4YTo «OaHK BBISBUII
MOJIO3PUTEIEHYIO OTIEPAITUIOY» WITH «B CHCTEME MPOU30IIeT COOM».

Yamie Bcero «COTPYIHHUK CIY>KObI O€30MacCHOCTH» IPOCUT COOOIIUTH
nanabie kKapTbl, CVV- unu CVC-xon, koa nz CMC unu napoiu, nmoCTyNHUBIINAE
ot OaHka. M naxe mepeBecTH BCEe CBOU JEHBI'M Ha «PE3EPBHBINA CUETY.

MomieHHUK  O4YeHb  yOenuTeNeH, 3BOHOK IIOCTYMaeT sSKOObl ¢
oHUIINaTLHOTO HOMEPA, a IAHHBIE TIPOCAT COOOIINUTH HE YEIOBEKY, a pOOOTY.

Takxe OH MOKET O3BYUUTH Ballli MEPCOHATBHBIC JAHHBIC, YTOOBI YOSIUTH
B HEOOXOAMMOCTH MEepEeUnCIeHUs cOepeKeHNI Ha 3alUIIICHHBIN CUeT.

Ho cotpymnuk GaHka HUKOTJa HE TOTpeOyeT y Bac KOH(PUACHITMATHHBIX
naHHBIX. Hampumep, He MOMpPOCUT HaA3BaTh HOMEpP KapThl WM HOMEpP Ha €€
obopore, a Takke CVC-napoau 6aHka, KOTOpbIe NPUIAYT BaM Ha TeJaeoH B BUJIE



CMC. Jlyume cpa3y ooopBath pa3roBop. He coBepiaiite HUKakux AeHCTBUM,
KOTOPBIX TpeOyeT 3BOHUBIINM, KaK Obl OH HU ObUT YO€UTEIICH.

OdyeHp 1OJIE3HO 3aHECTH OQuUUUaAIbHbIE HOMEpa Bamlero OaHKa B
3aMUCHYI0 KHIKKY. Torjga mpu 3BOHKAaX € MOXOXXKHMX HOMEpPOB Yy Bac Oyner
BBICBEUMBATHCS] KOHTAKT «Hen3BeCTHBI HOMEP.

e YCTaHOBKA IIPOrpaMM YJIAIEHHOTO JOCTyNa Ha YCTPOMCTBO.

370YMBIIIJICHHUK 3BOHUT IMOJB30BATENI0, MPEJICTABISSACH COTPYAHUKOM
Oanka, U cooOIaeT, 4YTo 3aduKCUpoBaHa TIOMBITKA B3JIOMA €ro JMYHOTO
KaOMHETa WM K€ BBIBOJA CPEJCTB C €ro cueTa. SKoObl ciry)0e 0e301acHOCTH
OaHka TpeOyeTcsl MOMOINb KIUEHTA: HY)KHO PEIIUTh TEXHUYECKYIO MPOOJIemMy
U1 TPOTUBOJEUCTBUSL MOIIEHHUYECTBY. JlJIsi 3TOro HEOO0XOAMMO CpPOYHO
YCTaHOBHTDH MPOrpaMMy yJIaJeHHOTO ynpasicHus cMaptdonom (Any Desk wim
Team Viewer), uroObl COTPYAHMKH OaHKa MOTJIM TOJYYUTHh JOCTYII
K YCTpOUCTBY ¥ o0Oe3omacuth mojb3oBaTens. llociie  ycTaHOBKM — Takoi
IpOrpaMMbl, MOIIEHHUK TIOJYy4Ya€T BO3MOYKHOCTh JI€MCTBOBATh OT UMEHU
MOJIb30BATENsl M, TOJYYUB JIOCTYIl K IMPUJIOKEHUIO MOOWJIBHOTO OaHKHUHTA,
BBIBOJIUT CPEJICTBA CO CUETA KEPTBHI.

e 3BOHKHU OT JKECOTPYTHUKOB MIJIMITUH, IPOKYPaTyphl U T.1.

Y CII0)KHEHHBIN, ABYXCTYIEHYAThIA CLHEHAPUWA HAYMHAETCS CO 3BOHKA OT
detikoBoro npencrasurens OBJl (cmemoBatens, corpynnuka KI'b u 1.1.). C
NOMOILIbIO CIIEHHANIbHBIX cpeacTB [P-tenedoHnn HOMeEp 37I0yMBIIUICHHHUKA
MO>KET OBITh MOAMEHEH U BBITISIETh KaK peaibHbIN TeaeOHHBIN HOMEDP OJTHOTO
n3 oraenenud OBJI. @anpmuBblii  MWJIHLMOHEP PACCKaXET BaM PO
YYaCTUBIIUECS CIIy4ad MOIIICHHUYECTBA WJIW MPO YTEUKY JTAHHBIX U3 U3BECTHBIX
OaHKOB M COOOUIUT O PUCKE JJIs IEHEXKHOro cyeTa KiueHta — Bac. [Ipu stom oH
MOJYEPKHET, YTO caMy Oecely Bbl JIOJDKHBI JIEpXkaTh B TailHE OT BCEX UJICHOB
CEMbU U 3HAKOMBIX, TAK KAaK 3TO «CJEACTBEHHas TailHa». i yOoeauTenbHOCTH
MOIIICHHUK JIa)K€ MOXET HAlOMHUTH O 0a30BBIX MpaBUiiax OE30MaCHOCTH, a
UMEHHO — O TOM, YTO HUKOMY Helb3sl Ha3biBaTh koj u3 CMC. Ilpeanonoxum,
BbI TOBEPUJIU U 3aUHTEPECOBAIHUCH. UTO MPOUCXOAUT AabIie?

BripaboTaB ompeneneHHbI KpeauT JoBepus K cede, JHKECOTPYIHHUK
MUJIMIUU CKa)XE€T, 4TO HEOoOXOJMMO MPOBECTH pAJl MEpP, HAMpaBICHHBIX Ha
MPOTUBOJCHCTBUE MOIIEHHUKAM, W JUIsl 3TOr0 MEPEBEAET BaC YK€ Ha BTOPOTO
YeJIoBeKa, «COTPyAHUKA OaHKa» WU «CIyKObl Oe3omacHOCcTU» (a mo ¢akTy Ha
TAKOro >K€ INpPEecTylHWKa, Kak W OH caM). Jlamblie Bce pa3BHBAEeTCs 10
KJIACCUYECKOMY CIEHApHIO: KEPTBY MPOCIT JIMOO YCTAaHOBUTH Ha Tene(oH
CHelUaJbHOE MPUIIOKEHUE Il yAAJEHHOIO JOCTYIa, C MOMOIIbIO KOTOPOTO
3JIOYMBIIUICHHUKHU TOIY4Yal0T JOCTYH K MOOWJIBHOMY OaHKy, JIMOO O(POpMHUTH



«3aIlMIICHHBIN» CYET M TMEpPeBEeCTH Ha Hero JeHbru. B ciaydae eciau BbI
MOBEJIETECh, BCE 3aKOHUYUTCS JIJISI BAC MYCTHIM CYETOM U COXKAJICHUEM.

B npyrom BapumaHTe CXEMbl MOIICHHMKHA MEHSAIOTCS  MECTaMHu:
«MUJIMIIMOHEP»  TOJKJIIOYAETCS TOJbKO TIOCIAE pasroBopa JKEPTBBI C
KJIACCUYECKUM «COTPYJHMKOM Oe3omacHOCTH OaHka». Ilocie Toro kak >kepTBa
OTKa3bIBACTCS BBINMOJHATH MPEIJIOKEHHEe OGOPMUTHh KPEIUT OHJIANH WIIH
YCTAaHOBUTh MPWIOKEHUE, ckazaThb ko u3 CMC wu mnpouee, 3BOHSIIMI
CMUJIUIMOHEP» YOXKIaeT MOCTYIIaThCs CBOETO JIMIIOBOTO KOJUIETY U3 CITY>KObI
0e3omacHOCTH OaHKa.

2) ®umumHr (aHr. phishing, ot fishing — peIOHAs JIOBIISI, BEIY)KHBaHHC)
— O3TO HEKUW BUJ TOJYyYCHHs 3JOYMBINIJIEHHUKOM CEKPETHOW WH(OpMaiuw,
IPU KOTOPOM MPABOHAPYIIUTEND, UCMOJIB3Ys CPEACTBA COLIMATIBbHON HHXKEHEPUH,
«pa3BOJUT» KJIMEHTAa HAa OTKPBITHUE CBOMX JMYHBIX JAHHBIX. TaKUMU JaHHBIMU
MOTYT OBITh HOMEP U KOJI 0AaHKOBCKOW KapThl, HOMEp TesieoHa, JIOTUH U MapoJib
OT Kakoro-im0o cepBuca U T.J1. B OCHOBHOM, Takoil BUJ| «JIOBJIU» UCIOJIb3YIOT
YTOOBI MOJYYUTh JOCTYN K OHJIAMH-0OAHKUHTY WJIM KOIIEJbKY KEPTBbI B TOU WU
WHOM IJIATEKHOW CHCTEME U BBIBECTH CPEACTBA HA MIOCTOPOHHUE CUETA.

Taxk kak ke padoTtaeT GUIIUHT?

Ha »snexkTpoHHBIA ajpec aTaKyemMoro MPUXOAUT (PUIIMHT-TIUCHMO,
KOTOPO€, B MEPBYIO OuYepe/lb, BIUIET Ha SMOUMH noiydarens. Hanmpumep, 310
MOXET OBITb OINOBEIICHHE O OOJBIIOM BBIUTPHINIE WIM K€, Ha00OopOT,
COOOIIIEHNE O B3JIOME aKKayHTa C JAJBHEUIINM TMPEIOKESHUEM IEPEeUTH II0
(UIITMHTOBOM CCHUIKE U BBECTH JaHHbIC aBTOopu3aiuu. [lonbp3oBarens nepexoaur
Ha TMPEJOCTABJICHHBIM pPECYpC M «OTHAET» CBOM JIOTMH W Mapojb B PYKH
MOITICHHHUKA, KOTOPBIM, CO CBOEH CTOPOHBI, JOCTATOYHO OBICTPO OIEPHUPYET
MOJTy4YeHHOU WH(GOpMAIIHEH.

e [lpumep pummnra

Bo3pmemM B kauecTBE MNpuMeEpa MOMYISPHYK) COLMAIbHYK  CETh
«Facebook». [lonmycTtum, xakep co3aajl CTpaHUILly, KOTOpas UACAJIbHO IOXO0XKa
Ha cTtpanHuny Bxoaa B cucremy «Facebook», Ho usmenun ee URL-anppec.
Hanpumep, fakebook.com mim faecbook.com wmnum mo6oit npyroit URL-ampec,
KOTOPBIM OYEHb MOXOXX HAa OpUIMHAIBHBIM. Iloimb3oBarens, momaaas Ha Takyro
CTpaHHILy, MOKET HE OOpaTUTh BHUMAaHMs Ha HEBEPHBIM apec CTPAHUIIBI U3-32
CXOJKETO HANMCaHUs aJapeca CTPAHULIbl C OpPUTHHAIOM. WM MOXKET MPHUHATH
JaHHY!0 (UIIMHTOBYIO CTpPAHUIly 3a HACTOAILIYI CTpaHHWIly BXoJa B
«Facebook», u 06e3 omacku BOCIOJIB3YETCS PETUCTPALMOHHON (QopMolt s
BXOJ/Ia B CUCTEMY.

Takum o0Opa3oM, MOJIB30BATENb, KOTOPBIM HE 3aMETHJI pa3HULBl U
BOCIIOJIb30BAJICSl MOAACIBHON CTpaHULEH, MOT BBECTH CBOM PETHCTPALIMOHHBIE
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JAHHBIE U JaTh IOCTYIl MOIIEHHUKY K CBOEMY aKKayHTy. O THOBPEMEHHO C 3THUM,
JUISL COKpPBITHS MOILIEHHUYECTBA, I[0Jb30BaTeNlb OyAeT TIepeHanpaBlieH Ha
ucxonnyro crpanuny «Facebooky.

PaccmorpuM  BO3MOXHBIM —TpuMmep W3 ku3HU:  Hropp paboraer
IPOTPaMMHUCTOM M HamUcall IPOTrpaMMmy, MO3BOJISIONIYIO IMOJIYYHTh JOCTYI K
PETUCTPAlMOHHBIM JaHHBIM TMOJB30BATENsA. 3aT€éM OH CO3/AaeT MOIACIbHYIO
CTpaHuIly BXoJa B counanbHyto ceTh «Facebook», cogepxkainyto BpeJOHOCHYIO
nporpammy, u pasmemniaer ee Ha «https:// www.facebouk.com/money-online».
VY Urops ects apyr Ilasen. U Urops orceutaer IlaBny coobmenue: «IlpusBer,
[Mama, 1 Hame s cnocod Jerkoro 3apadoTka B HHTepHeTe. Thl 0013aTEJILHO
H0JKeH ero yBuaerb Ha https://www.facebouk.com/money-online». IlaBen
MEPEXOIUT 0 CCHUIKE W BUIUT Tepes] cO00M CTaHAAPTHYIO CTPAaHMILy BXOJa B
cucremy «Facebook». Kak oObIYHO, OH BBOJAUT CBOM HMsI IIOJL30BATEIS H
napoJib. Teneps Bce perucTpalmoHHbIe JaHHbIe nepechuiatoTes Uropro, a [laBen
NepeHanpaBisieTCsl Ha CTPAHMIy C COBETaMHU IO 3apabOTKy J€HEr B CETH
unrepHer «https://www.facebouk.com/ money-online.html». Bor u Bce,
akkayHT [laBna B «Facebook» ObL1 B31OMaH.

e YAIIIE BCEro0 MNOJJAEJBIBAIOT CAHT TOPIOBOH
UHTEPHET-IVIOIAIKU «KUFAR» U TIOYTOBOI'O CEPBUCA
«BEJIIIOYTA», A TAKXKE H OCTAJIBHBIX CAUTOB HA KOTOPBIX
HEOBXOJMMO BBOJUTH JIMBO JIOTUH U IAPOJIb OT
YYETHOM 3ANACHU JUBO PEKBU3UTBI BAHKOBCKOMH
IUIATEKHOM KAPTHL.

KAK SAIIUTUTBCA oT JAHHBIX BU/10B
MOIIEHHUYECTBA?

Kak He momacThCcsi Ha KPIOYOK OXOTHHKOB 3a HaxkuBoiut? [Ipexne Bcero,
ClIemyeT BCerJa MNPUIACPKHUBATHCA  CIACAYIOIMIMX  PEKOMEHIAIUd  TpHU
UCTIOJIb30BaHNY UHTEPHETA U JIFOOBIX IPYTHX PECYPCOB CBSI3U:

e Bcerjga oOpaliaiiTe BHUMaHWE Ha OTIIPABUTENIS M TEMY COOOIICHHS.
Ecnu oM BRITIIAAST MOJ03PUTENBHO, MPOCTO YAAINUTE MHUCHMO;

® B MHUCbME C HEU3BECTHBIM OTIPABUTEIEM HE CTOUT MEPEXOJUTh IIO
IIPEIIOKEHHBIM CCBIITKAM;

® HIM B KOEM Cllydyae HE JaBaliTe OTBETHl Ha IMHUCHhMa, 3aMPaIlTABAIOIIHE
JTUYHYI0 HHPOPMAIIHIO;

e cienure 3a OMMOKAMH B TEKCTE, €CIIM OHU €CTh, TO CKOpEee BCEro
IMICHMO — OOMaH;

o (paitnpl, MpUKpEIJIEHHBIE K MUCHhMY, UMEIOIINE PACHIUPEHUs .€Xe, .msli,
Jbat, .pif, .com, .vbs, .reg, .zip MOryT YyCTaHaBJIMBaTh BPEIOHOCHOE
mporpaMmMHOe oOecriedeHne, He CTOUT UX OTKPBHIBATh.



Yrto xacaeTcs TEXHUYECKHX CPEJICTB 3alIUTHI OT (DUIIIUHTA, TO HE JIUITHUM
OyzaeT oOpaTUTh BHUMAaHKE Ha CIEIYIOUINE BOZMOKHOCTH:

e B ocnoBubIx Opaysepax — Mozilla Firefox, Google Chrome, Microsoft
Edge, Safari cymectByer anTH(UIIMHTOBasS CHCTEMa CO CIHMCKOM CaWTOB
3JIOYMBIIUIEHHUKOB, KOTOpash MNPEeAyNpekKIacT IOJIb30BaTENsl O IEPEXOAE Ha
BPEAOHOCHBIN calT. Takuhe € CHUCTEMbl UCIIOJIb3YKOT U MHOTHE PECYPCHI, MO
THUITY COL[UATIbHBIX CETEH.

e AHTHBUPYCHOE MPOrPAaMMHOE OOECIeUeHUE N1aeT JI0BOJIBHO HAACKHYIO
3amuty. CrenyeTr BCEro JMIb BOBPEMs YCTaHABIMBAaTh OOHOBIICHUS, KOTOPbHIE
AT BO3MOXXHOCTb IPENOTBPATHTh BHEAPEHUE BHUPYCOB HAa KOHEYHOE
YCTPOMCTBO, a TaK)Ke€ OMOBEUIAIOT MOJIb30BaTeNsl 00 OMACHOCTU MPH MEPEXojie
IO BPEJOHOCHBIM CCBUIKAM.

e HekoTtopble crnaM-(QWIBTPBI, UCIOJIb3YEMbIE CEPBUCAMU SJIEKTPOHHOU
MIOYTHI, IO3BOJISIFOT aBTOMAaTHYECKN OTCEUBATh MUChMA 3JI0YMBIIIUIEHHUKOB.

e OOs3aTeNbHO MCHOJIb3YWTE NBYX(akTOpHYIO ayTeHTHuPukauuto. Eciau
BCE Ballld aKKayHThl OyAyT OMOJHHUTEIBHO 3alllUIIEHBI OJHOPA30BHIMHU
NapoJisIMA, 3TO B pa3bl YCIOXKHUT JKU3Hb 3JIOYMBIIUICHHUKaM. Bpewms
KU3HU OJHOPA30BOI0 IMapoJjisi OrpaHUYeHO — He Oojiee 60 CekyHj, 3HAYUT,
9TOOBI TOJYYUTh JIOCTYN K YYETHOW 3amMCH TOJb30BaTeNs, (PUIIepy HYXHO
ObITH OoJiee n300peTaTeNbHBIM U ObICTphIM. He Tak jerko BeIyAUTH U JIOTHH, U
1apoJib, 1 OJHOPA30BbIM MApPOJIb, 1A €II€ U YCIETh BOUTH B AKKAyHT aTaKye€MOIO
WM TPOBECTH HEJETalbHYI0 TPAH3AKIMIO 3a TaKOW KOPOTKHH MPOMEXYTOK
BPEMEHH.

3) Kak B31aMbIBaIOT CTPAHHUILY?

CHavasia 3J0YMBIIUICHHUKH BBIYUCISIOT JIOTHH TMOJb30BaTens. Ero He
TPYAHO OMpPEAENINTh, OOBIYHO OH COCTOUT U3 apeca JIEKTPOHHOMN MOYTHI WU
HoMmepa Tenedona. Takyro nHOpMaIMIO OHM Y3HAIOT Y APYra, y>Ke B3JIOMaHHOM
ctpanuipl. OcTaercss TOJNBKO MOAOOpaTh MapoJib, KOTOPBIM BBIYUCIAETCS
OaHambHBIM TIOA0OpOM OykB W 1Hdp. B mHTEpHETE CYIIECTBYIOT MPOTPAMMBI,
KOTOpbIE aBTOMAaTUYECKH B3J1aMbIBaOT 10 70% mapodei.

Pacnpocrpanennsnie agepsl B cetu UHTEpHET:

Or B3JIIOMa aKKkayHTa HUKTO HE 3acTpaxoBaH. M3-3a  cBoei
HEBHUMATEIIBHOCTU TOJIb30BATENH COLICETEN, CAMH TOTO HE TMOHMMAs, OTIAIOT
JWYHblEe JaHHblE MoleHHUKaM. Crnoco0oB 3aBiajgeTh 4YyKUM Hpoduiem
JOCTAaTOYHO.

e [Ipocrba o0 puHaAHCOBOI MOMOLTH

Boiinsg Ha B371OMaHHYIO CTpaHHILy, aepUcCThl ACNAOT PACCHUIKY APY3bsM
¢ mpock00il BhIcHaTh JeHer. HaumHaloT BeCTU MEpPEnucKy B COOONICHHUAX Tak,
yTOOBl MX HE 3anmoao3puiiu. MHTepecyercs aenamu, oOpalaroTCs MO UMEHH,


https://www.protectimus.com/blog/ru-two-factor-authentication-how-it-works/
https://www.protectimus.com/blog/ru-otp-generation-algorithms-and-token-types/

pacrnojiarailoT keprBy K auainory. Kak Toibko 0OlleHHEe HallaXKUBaeTCs, MO/
Pa3HBIMU IIPEMJIOTaMHU INPOCAT ONPENEICHHYI0 CyMMY B JOJII: Ha JICYEHUE,
CKUHYTh Ha Tene(dOH, OJOJDKUTh J0 3aBTpa M T. A. Hekotopele n0BepuMBHIE
IpaKJ1aHe MEPECHUIAIOT ICHBIM HA CYET 3JI0YMBIIUICHHUKA.

Kak ce0s BecTu, yToOBI HE IONAcTh B JOBYHIKY. [Ipexae yem nepecoliarh
JICHBIU, HYKHO YOETUTHCSA, YTO COOOLICHUS MUIIET HACTOSIIMM APYr WM
HoJipyra: 3aJ1aTh BOIPOC UM CIPOCUTH MH(POPMALINIO, U3BECTHYIO TOJIBKO BaM U
IpYTy; HE CIEUIUTh MEPEXOJUTh MO COMHUTEIBHBIM CChUIKAM, NMEPECIAHHBIM B
JUYHbIE COOOIIEHNS; TO3BOHUThH XO35MHY CTPAHMIIBI U YTOYHUTh, HYKHA JIU Ha
CaMOM JIeJIe ITIOMOILIb.

Ecnu wHbopmanuss He MNOATBEPKAACTCS, B3JIOMAHHOMY I10JIb30BATENIO
caiiTa CpOYHO OOpaTUTBCA B CIIyKOy Texmoanep:kku OTHOKIACCHUKOB WU
Bxontakre. [lonbITarbCsi MU3MEHUTH MAPOJIb B AJIEKTPOHHOM IIOYTE, €CIIA OHA
IpUBs3aHa K CTPAHULE COLIMAIBHOM CETH.

J B3noMiuk oT UMEHH Apyra NUUIeT cOOOIIEeHHE, B KOTOPOM 3aBOJAUT
CTaHAAPTHBIA Pa3roBOpP, UHTEPECYETCS JeIaMU U HOBOCTSIMH, IPOUCXOIAIINMHA
B ku3HU. [ToToM mpocut HOMep TenedoHa, sIKOOBI 3amucaTh Ha BCSIKAN CIy4ai.
JloOpoayiiHele JOpy3bsi, HMYEro HE TMOJA03peBas, OTChUIalOT ero. Yepes
HECKOJIBKO MMHYT CHOBa TPUXOJUT COOOIIEHHE ¢ Mpoch0oOil cKazarh
[IECTU3HAYHBIN KOJ, KOTOPBIM npuiien Ha TeneoH. Kak TOIpKO KO MONyYeH,
JOOCTYII HAa CTPaHULy JUIS 3JI0YMBIIIJIEHHUKOB OTKPBIT.

o AdepucTsl pUCHIIAIOT COOOIICHUS, CoAepKamue cChUIKy. [loa Hel
MOXET OBITh HAIMCAHO, YTO 3TO IMOJAPOK MM HOBOE (POTO, KOTOPOE MPOCAT
oneHUTh. llob30BaTEN0 CTAaHOBUTCA HMHTEPECHO, OH HA HEE KIMKAET, TEM
caMbIM Bce JaHHbIe Opay3epa C JOTMHAMH U MAPOJISIMU OTIIPABISIOTCS B PYKH
KUOepnpecTynHUKOB. JlOCTyn Ha CTpaHully i XEPTBbl 3aKpBIT, €€ YKe
HA4YMHAIOT KUCII0JIb30BATh B MOIICHHUYECKUX LIEIIAX.

J [IpecTynHMKHM HCHIOJAB3YIOT TOYHYKO KOIIMIO CalTa COLMAJIbHBIX
CceTel, HO C HEBEPHBIM ajpecoM. JKepTBE€ NPUXOAUT HA MOYTY HHUCBMO C
UHTPUTYIOIIUM HAyajJoOM KaKOW-HUOYIb CTaTbU WJIM MCTOPUM, TOJ HEH
HAaXOauTCAd ccblika. YToObl mMOYMTaTh Jajblle, HYKHO Ha Hee HaXaTh.
[losiBriieTcsl OKOWIKO Il  BBEIEHMS JIOTMHA M Mapojis WIM Mpockda
aBTOPU30BATHCS YEpe3 OIPEACICHHYIO COLMAIbHYI CeTh. TakuMm o0pazom,
JUYHbIE JaHHBIE MOMAJal0T Ha (abIIUBBIA CAUT 3JI0YMBIIIJIEHHUKOB.

BeiBom opuH: kepTBOM oOMaHa MOXET CTaTh JIIOOOM dYeJOBEK,
MOJIB3YIOIITUICSA CONMAIBHBIMUA CeTAMU. UTOOBI 00€30macuTh aKKayHT OT
B3JIOMa, HY)XHO 4daIlle MEHATh mapoiib. Jlydie, d9ToObl OH COCTOSII W3
HECYIIECTBYIOIIETO CII0OBA, KOTOPOE OyJIeT MOHATHO TOJBKO XO3SHHY CTPAHHIIBI.
He pa3znaBath HOMep TenedoHa, a TeM 0oJiee CEKPETHBINA KO/, MOI03PUTEIHHBIM
KOHTaAKTaM.



OcCHOBHBIE TEPMUHBI, HCIIOJIb3YEeMble IIPH COBEPIICHUMN
KHOEepMOLIEHHUYECTB.

AyTeHTH(PUKANMA — MPOUECC YCTAHOBICHHS JUYHOCTH IOJIH30BATEIIS
IIPU MOTBITKE MOJYYEHHUS TOCTYIA K KOMIBIOTEPY WM K (aiiam.

BaHK-3MHUTEHT WIM SMHUCCHOHHBII OaHK — OaHK, BBITYCKAIOIIUM B
oOpaiieHre (IMUTHUPYIOUIWNA) JICHE)KHBbIE 3HAKW WM I1IEHHbIE OyMaru W
IaTEKHO-PAaCUETHBIE JOKYMEHTBhl (OAaHKOBCKHUE KApThl, UYEKOBBIE KHUMKKH).
OMmuccuen JeHEer B CTPaHE 4Yallle BCEro 3aHUMAKOTCA LEHTPAJIbHbIE OAHKH,
BBIITYCKOM IIEHHBIX OymMar — KOMMeEpUecKkrhe OaHKH. BrinyiieHHbIE OaHKOM
OaHKOBCKHE KapThl Ha TPOTSHKEHWH BCETO CpPOKAa JEHCTBUS OCTAIOTCS
COOCTBEHHOCTHIO OaHKA-IMHMTEHTA, a JCpXKATEIb KapThl MOIy4YaeT €€ JUIIb B
M0JIb30BaHUE.

Bank-3kBaiiep (oOCHyXHBalOUUi OaHK) — KPCAWTHAs OpraHU3aIus,
OpraHu3yIollasi TOYKA MpueMa OaHKOBCKUX KapT (TE€pMUHAJbI, OAaHKOMAThl) U
OCYIIECTBISIONMIAsi BECh KOMIUIEKC (PMHAHCOBBIX OIEpaluid, CBSI3aHHBIX C
BBITIOJTHEHUEM PACUETOB M TUIaTEXKEeH 10 0AHKOBCKUM KapTaM B ATUX TOYKaX.

bBorHer miamM cerb 00TOB — 3TO KOMIIBIOTEpHAsl CETh, COCTOSALIAS W3
OOJIBIIOTO KOJMYECTBA KOMIBIOTEPOB, Ha KOTOPBIX CKPBITHO YCTaHOBJIEHO
BpenoHocHoe 11O, mo3Boisroniee 3JI0yMBIIUICHHUKAM YAQJIEHHO BBIIOJIHATH
TH00BIe ACUCTBUSA C UCIIOJB30BAHUEM BBIYMCIHUTEIBHBIX PECYPCOB 3apaKEHHBIX
MamrH. COTHM WM JTaK€ THICSYM 3apaKEHHBIX KOMIIBIOTEPOB, KAK IPABUJIO,
UCIIOJB3YIOTCSA ISl HEJIETAaJIbHOW W BPEIOHOCHOU JEATEIIBHOCTH — PACCBUIKU
cIlaMa, BUPYCOB, MOXUILEHUS JTUYHBIX JaHHBIX UM TpoBeaeHust DoS-araxk.

Bpaysep, umu BeG-0603peBaTelb — MPUKIAAHOE MPOrPAMMHOE
obOecrieueHre JJsi TMPOCMOTpa CTPaHWUIl, COAEpX,aHUS BeO-IOKYMEHTOB,
KOMITBIOTEPHBIX (DAJIOB M WX KAaTajJoroB, YIPAaBJICHUS BEO-TPUIIOKEHUSIMH, A
TaKXKe JJIs pelieHus ApYrux 3aaad. B riobanbpHOM ceTn Opay3epbl UCIOIb3YIOT
I 3ampoca, 00pabOTKK, MaHUITYJIMPOBAHMSI U OTOOPaKEHHUs COJIep KaHMsI BeO-
CaiToB.

BumMHr — OJMH W3 METOJ0B MOIIEHHUYECTBA C HCMHOJIb30BAHUEM
COIMAIIBHOW  WH)XXCHEPHUH.  3JOYMBIUICHHUKHA, HWCTHOJIB3YS  TeIePOHHYIO
KOMMYHUKAIIUIO U UTpas ONpee]IeHHYIO pojb (COTpYIHUKA OaHKa, MOKyHaTes
U T. JI.), O] pPa3HbIMU MPEIJIOTaMU BBIMAHUBAIOT Y JepiKaTessl IUIaTeKHOU
KapThl KOH(HACHIHAIbHYI0O HWH(MOpPMAIKIO (€€ PEKBU3WUTHI, HOMEpP MaCIopTa,
JUYHBIA MIAECHTU(UKAIMOHHBIM HOMep, Joruubl, napoiu, CMC-koabl) wuiH



CTUMYJIUPYIOT K COBEPLICHHUID ONPEACICHHBIX JECUCTBUM C KapTOYHBIM
CYETOM/TIJIATEKHOU KapTOi.

Bpenonocnoe mnporpamvHoe oOecneyenue (Bpemonocnoe IIOQ) -—
IpOrpamMMHOE oOecrieueHue, HaIpaBJeHHOE Ha BBITIOJIHEHUE
HECAaHKIIMOHUPOBAHHBIX BPEJOHOCHBIX ACUCTBUN HA KOMITBIOTEPE.

JAponbl — JIOAU, HUCIOJB3YEMBIC ISl COBEPIICHHUS MPOTHUBO3AKOHHBIX
NEUCTBUIN B Ka4eCTBE MOJACTaBHBIX JUIl. Hepelko MOXXHO BCTPETUTh MOI00HBIE
MPEIOKEHUS Ha Pa3IMUHBIX (hOpyMax, T0CKax OOBIBICHUHN.

Bcest cyth nipomna 3akirouaeTcsi B COBEPIIEHUM KaKUX-JTMOO HE3aKOHHBIX
JNEUCTBUAM OT CBOETO MMEHU. [Ipu 3TOM 4esmoBeK HE 3HAET, YTO KOHKPETHO MOXKET
npou3orTH. Bce aemaeTcs MOIIEHHUKaMU, KOTOPBIM BbI MEpPENaid KaKue-TO
MIPUBUJIETUU HA OCYIIIECTBIICHUE OTEPAIIHN.

JAponmoBoabl — 3TO T€ JIOAU, KOTOPBIE 3aHUMAETCS APOIAMHU, PYKOBOJIST
umMu U "BomaT' ux. Jlpombl, B CBOIO OdYEepedb — 3TO MNOACTABHOE JUIO B
pa3IMYHOTO  POJIa  MOIICHHUYECKHX  CXEMaX, [MPOMEKYTOYHOE 3BEHO
MOIIIEHHUYECKON CXEMBI.

Mo11eHHIYECTBO ¢ MIATEeKHBIMU KapTaMu, KapauHr (OT aHri. carding) —
BUJl MOIIICHHUYECTBA, IIPH KOTOPOM TPOU3BOAUTCS OTEPAIIHS C UCIIOIb30BaHUEM
IUTATE)KHOW KapThl WIM €€ PEKBU3WTOB, HE WHUIMAPOBAHHAS WIH HE
NOTBEPKIEHHAsT €€ JepKaTeeM. PeKBU3UTHI TUIATEKHBIX KapT, KaK MPaBUIIO,
OepyT CcO B3JIOMaHHBIX CEPBEPOB HMHTEPHET-MAra3MHOB, IUIATEXKHBIX U
pacy€THBIX CHCTEM, a TakKe C TIEPCOHAIBHBIX KOMIIBIOTEPOB (MO0
HETNOCPEACTBEHHO, JIMOO dYepe3 MpOorpaMMbl YIAJICHHOTO JOCTYIA, «TPOSTHBD»,
«00ThI» ¢ PpyHKUMEN hopMrpadbOepa).

Kubeparaka — wiam xakepckag araka — 3TO BpPEIOHOCHOE
BMEIIIATEILCTBO B HMH(GOPMAIMOHHYIO CUCTEMY KOMIIAHWH, B3JIOM CaWTOB H
MIPUJIOKECHUM, JINYHBIX AKKAYHTOB M YCTPOWCTB. | JIaBHBIE L€ — IMOJYYUTH
BBITOJ1Y OT UCITOJIb30BaHUA 3THX JAHHBIX WJIM IIaHTAXKa BJIAJICIIBLIEB.

Ku6epOyuinHT — 3TO BUJ TPaBIX C MPUMEHEHUEM UHTEPHET-TEXHOJIOTUH,
BKJIFOYAIOIINI OCKOPOJICHUs, YIpO3bl, KJIEBETY, KOMIpPOMAT W IIaHTax, C
UCIIOJIb30BaHUEM JIMYHBIX COOOIIECHUN WIM OONIECTBEHHOTO KaHaia. Eciau mpu
O0OBIYHOM OYJUIMHTE UCTIONB3YIOTCS BepOaNibHbIE U (DU3NYECKUE aKThl HACUIIUS, B
TOM YHCJI€ U TICUXOJOTUYECKOTO, TO JJisi KUOepOyJUIMHTa HET HEOOXOJIUMOCTH
JUYHOTO TIPUCYTCTBUA. Bce IEeUCTBUS COBEPIIAKOTCA C HCHOJIb30BAHUEM
UMEHJIOB, COOOIIEHHM B MECEIKepax M COICETAX, a TaKXKe IMOCPEICTBOM



BBIKJIQJBIBAaHUST (POTO M BHJICO-MATEPHUAIOB, COJEPXKAIIMX TYOUTEIBHYIO IS
penyTaium >KkepTBbl MH(POpPMaLKIo, B OOLIECTBEHHYIO CETh.

JIuBaHCKas meT/isi — MOLIEHHUYECTBO, KOTOPOE MPEAIOJIaracT U3bITHE
KapThl y €€ Biajenblia (AepxaTens) BecbMa 0eCXUTPOCTHBIM criocobom. Ecnu
OONBIIMHCTBO BAapUAaHTOB MOUICHHMYECTBA C OAHKOBCKUMH KapTaMHU HUMEIOT
LeNb JMIIb HNOJYYUTh WX PEKBU3UTHI MPHU MOMOIIM PA3JIMYHBIX MPOrPAMMHO-
anmnapaTHbIX yXMIIPEHUW (HampuMep, CKUMMHUHT WIM  (QUIOKHT) A0
NOCJIEYIOUIEr0 OMYCTOUIEHUSI CYETOB, TO II€JIb 3TOT0 crocoda — MOJy4YyeHUe
CaMOM IUIACTUKOBOMW KapTBhI.

B xaptpuaep OaHkomMara MOIIEHHUK TIOMEIIAET TaK Ha3bIBAEMYIO
«JIMBAHCKYI0 TIETJIIO», KOTOpas TMpeAcCTaBisieT co0oil OmokupaTtop U3
¢oTorieHku (4To-TO Bpoje JoByIIKH). [lonb3oBaTenb OaHKOBCKHX YCIYT,
BCTaBJIAsl KapTy B OaHKOMaT, B peaJbHOCTHM BCTaBIIIET €€ B 3apaHee
NOJATOTOBJICHHBI «KOHBEPT» W3 IUICHKH, B KOTOPOM OHa «0JIarOMOJIy4HO»
3acTpeBacr.

EcTtecTBeHHO, Biajenel 3acTpsBIIECH KAPTOYKM HAYMHAET MEPEKUBATh U
peObIBaTh B JIETKOW MaHUKE.

Kak npaBuio, B 3TOT MOMEHT ‘“‘HEpaBHOIYLIHBIA YEJIOBEK HAXOIUTCS
psoM (BO3MOKHO, OH Jaxe Oyner mepeoJieT B (popMy COTPYAHUKOB OaHKa) U
npemaraeT npojenaTh psAl onepanuil Uil CIaceHUs KapTOYKW, B TOM YHCIIE
NOBTOPUTH BBOJ MUH-KOAA.

EcTtecTBeHHast naHMKa KiIMeHTa 0aHKa, «KBATU(DUIIMPOBAHHBIA COBETUUK,
KOTOPBIN «CIIy4alHO» OKa3bIBAECTCS PSJAOM M AKTHBHO IIBITAETCS IIOMOYb — BCE
BEJIET K TOMY, YTO B ONpPEIEIECHHbII MOMEHT, KIMEHT 0aHKa HaOUpaeT MUH-KOJ
npu MouleHHHKe. Pe3ynbrar: OaHKOBCKass KapTa HAaXOAWUTCA B 3apaHee
YCTAaHOBJICHHOW <UIOBYILIKE», a IMHWH-KOJ CTAaHOBUTCS H3BECTEH MOILICHHUKY.
[locne Bcex MaHUMYISIUUNA MOILIEHHUK COBETYET COCTaBUTH 3asBJICHUE O
BO3BpaTe KapThl B oTHeieHUH OaHka. Kak Tonbko Biamemnelr] KapThl yXOAMUT OT
OaHkoMaTa, MOIIEHHUK ONEPaTUBHO M3BJIEKAET KapTy BMECTE€ CO CBOUM
«KOHBEPTOM» U3 IJIEHKU. HECKOJIbKO MUHYT — M KapTa OKa3bIBA€TCS MOJTHOCTHIO
ITYCTOU.

HecaHKIIMOHUPOBAHHBIA JOCTYI — JIOCTYyn K HHpOpMAllUU B
HapylLIEHUE JTOJDKHOCTHBIX MOJHOMOYMM COTPYIHMKA, NOCTYIN K 3aKPBITOW JIs
MyOJIMYHOTO JOCTYyNa WH(POpMAIMK CO CTOPOHBI JIUIl, HE UMEIOIIUX pa3pelIeHuUsI
Ha JOCTYH K 3TOM HHGOpMAITUH.

Hurepuiickue mnmcbMa — 3TO OJMH W3 pPAaCHPOCTPAHEHHBIX BHUIOB
MOILIEHHUYECTBa, TIJIABHOW OCOOEHHOCTBhIO KOTOPOTO SIBJISIFOTCS MacCOBO
paccbUIaeMble JJIEKTPOHHBIE NMHCbMA C AYILICHIUINATEIbHBIMU HUCTOPUSMU, B


https://www.privatbankrf.ru/materialy/chto-takoe-skimming-i-kak-ot-nego-zashhititsya.html
https://www.privatbankrf.ru/materialy/chto-takoe-fishing-i-fishingovyiy-sayt.html
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0001 M3 KOTOPBIX €CTh HECUACTHBIM, HO OOTaThI TJIaBHBIM Trepoil, eCTh €ro
POACTBEHHUKH, €CTh OTPOMHAsl CyMMa JEHEr, a MOJIy4aTeldb TAKOIO NMHCHhMA,
YyJIECHBIM 00pa30oM MMEET BO3MOKHOCTh BCEM MOMOYb U MPU 3TOM CKA30YHO
pazborareTs!

CoununajbHasi WHXKEHEPUS] — O3TO COBOKYIHOCTh IICUXOJOTHUYECKUX U
COLMOJIOTUYECKUX IIPUEMOB, METOAOB M TEXHOJOTMH, KOTOPBIE IO3BOJIAIOT
MOJy4YuTh KOHOUACHIMAIbHYI0 HHMOopMaruioo. KuOepMOIeHHUKOB, KOTOpPBIC
UCIIOJIB3YIOT 3TU MPUEMbI HA MPAKTUKE, HA3bIBAKOT COLMATBHBIMU UHKECHEPAMU.
[IpITasich HAWTH OOCTYH K CHUCTEME WM LIEHHBIM JaHHBIM, OHU HUCIOJb3YIOT
caMO€ YA3BUMOE 3BEHO — YEJOBEKa, KOTOPBIM CUHUTAECTCS HauMEHEE
YCTOWYHBBIM K BHEIITHEMY BO3/ICICTBUIO.

CBaTMHI — TakKkTHKa JIOMOTATelbCTBA, KOTOpas 3aKII0YaeTcs BO
BBEJICHUH aBApUIHO-CIIACATEILHON CIIY’)KOBI B 3a0JyXJACHHUE TaK, YTOOBI TIO
aJipecy Jpyroro JIMIa BbIEXalld CrHacaTelIbHbIE CIY)XObl. DTO Jnenaercs ¢
MTOMOIIBIO (PAJTBIIUBBIX COOOIIEHUN O CEPhEIHBIX MTPABOHAPYIIICHUSAX, TAKHE KaK
3aKJIagku OOMOBI, yOMICTBO, 3axBaT 3allOKHUKOB WJIM JAPYTHe MOJI00HBIE
WHITAICHTBI.

CkuMMep — D3TO caMOJENbHBIM CUMTHIBATEb MAarHUTHOW JIEHTHI.
Mo1ieHHUKH NPUKPEIUIAIOT €r0 K KApTOIMPUEMHUKY OaHKOMATa.

CeteBoii Tpaduk, wiv HHTepHET-Tpaduk (anri. traffic — «aBmwxenuey,
«rpy30000poT»), — 00bEM UHPOpPMAIUH, TIEPETABAEMON YepPe3 KOMITbIOTEPHYIO
CETh 3a OMpPEACIIEHHBIN TTEPUOT BPEMEHH.

@OUIUHT — BUJ UHTEPHET-MOIICHHUYECTBA, 1IEIbI0 KOTOPOTO SBISETCS
MOJTyYeHHE JIOCTyNa K KOH(PUICHIHANIbHBIM JaHHBIM IIOJb30BaTeled —
JIOTMHAM Y TapoJIsiM. DTO JIOCTUTAETCS MyTEM MPOBEAECHUSI MAaCCOBBIX PaCChIIOK
AJIEKTPOHHBIX IMHCEM OT HMEHU TMONYJSIPHBIX OpPEHJOB, a TaKXKe JHUYHBIX
COOOIIEHUI BHYTPHU PA3IUYHBIX CEPBHUCOB, HAIPUMEpP, OT UMEHHU OAHKOB WIIH
BHYTPHU COIMAJIBHBIX CeTel. B mmcbMe 4acTto colepKUTCA mpsiMasl CChUIKa Ha
CalT, BHEIIHE HEOTJIMUMMBIN OT HACTOSIIIETO.

XaKUHT — BHECEHME HW3MEHEHUW B MPOrPAaMMHOM OOECIECUEeHUH, IS
JOCTUKCHUS OIPEACICHHBIX IIEJIEH, OTIMYAIONIUXCS OT LEeJeH co3aaTreeu
IPOrpaMM, OUYE€Hb YaCTO U3MEHECHUS SBJISFOTCS BPEAOHOCHBIMH.

UenoBeka, 3aHMMAIONIErOCS XAaKMHIOM, HA3bIBAIOT XaKepoOM. JTO, Kak
MPaBUJIO, OIBITHBIM MPOrPaMMHUCT, CUUTAIOIININ B3JIOM UCKYCCTBOM, CITOCOOHBIM
NPUMEHUTh OTJIWYHBIC HABBIKU B PEAJIbHBIX >KM3HEHHBIX cuTyauusx. OmHako,


https://ru.wikipedia.org/wiki/%D0%94%D0%BE%D0%BC%D0%BE%D0%B3%D0%B0%D1%82%D0%B5%D0%BB%D1%8C%D1%81%D1%82%D0%B2%D0%BE
https://ru.wikipedia.org/wiki/%D0%90%D0%B2%D0%B0%D1%80%D0%B8%D0%B9%D0%BD%D0%BE-%D1%81%D0%BF%D0%B0%D1%81%D0%B0%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D1%8B%D0%B5_%D0%B8_%D0%B4%D1%80%D1%83%D0%B3%D0%B8%D0%B5_%D0%BD%D0%B5%D0%BE%D1%82%D0%BB%D0%BE%D0%B6%D0%BD%D1%8B%D0%B5_%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D1%8B
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%B0%D0%B2%D0%BE%D0%BD%D0%B0%D1%80%D1%83%D1%88%D0%B5%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%97%D0%B0%D0%BB%D0%BE%D0%B6%D0%BD%D0%B8%D0%BA
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CYIIECTBYIOT U APYTHE XaKephbl, KOTOPhIC UMEIOT 00Jiee OIMaCHBIC MOTHBBI, YEM
IIPOCTO JEMOHCTpaIUs cBoero mactepcrBa. OHM HAIPABJIAIOT CBOM 3HAHUSA Ha
KpaXy JHMYHOH WHGOPMAIMKA, HECAHKIMOHUPOBAHHBIA JOCTYIl M TOMY
I10JI00HOE.

Yro Takoe peKBH3UTHI 0AHKOBCKOM KapThl?

PexBuU3uTHI — 93TO JaHHBIE OAHKOBCKOTO CYE€Ta, 4YacThb M3 KOTOPBIX
yKazaHa Ha caMmoi kapte. YToObl MOMHOCTBIO PAaCKPhITh HHOOPMAILUIO O
0€30MacCHOCTH CUCTEMbI MHJMBUIYAIbHBIX PAaCY€TOB, OTHECEM K PEKBU3UTAM U
CEKPETHBIM KOJA KapThl, KOTOPHIA MAaeT OOCTYN K MNPOQUIIO TMOJb30BaTENs, a
Takke OaHKOBCKUM CUET, K KOTOpOMY OHa NpuBsA3aHa. JlaHHbIE Ha Kapte
BKJIFOYAIOT:

e Homep 6ankoBckoii kKapThl. D10 16 mnn 18 mudp, KOTOphie yKa3aHbl Ha
auneBo yactu. B Homepe 3ammdpoBaHbl Ha3BaHUE IIJIATEKHOW CHUCTEMBI,
UJICHTU(PUKAITMOHHBIA HOMEpP Baliero OaHKa, TUI M PETUOH BBIYCKA KapThl,
CUCTEMHOE MNpOBEpOUHOE uyuciao. Baxuo! B mnpouecce mnposenaeHus psaa
JICHEXKHBIX OTepaluMii MOTYT 3alpaiiiBaTh HE BECh HOMEp KapThl, a TOJIbKO 4
nocyeHue mudpel.

o Ims nepxarens kapThl. MoXeT OBITh yKa3aHa TOJBKO (QaMuius,
dbaMmis ¥ MHULMAJBI UM KapTa MOKET ObITh HEUMEHHOM.

e Tpu uudpsl Ha o6opote KapThl. CVC2 nmn CVV2 — Tpex3HauHbIil KOJ
O0e30macHOCTH Ha OOpaTHOM CTOPOHE KapThl, KOTOPBIM CIYKUT IS
JIONOJHUTEJILHON 3allIUThI OT XUIIICHUH.

e Cpok neiictBus. B dopmare mecsi/ro.

e Taike nHorga Tpedyercs pacdyeTHbId cueT. Homep GaHKOBCKOTO cuera,
KOTOPBIN yKa3bIBA€TCS JOTOBOPE HA OOCITY>KMBAHUE KapThl WU B OHJIAMH-OaHKE.
Ha camoii kapre ero Her.

e PIN-koa. YeTblpex3HauHbli MapOJb, KOTOPBIA JAE€T JOCTYI K CUETY U
onepauusiMm no kapte. PIN ycranaBnuBaer Bnazenen npu odopmiienun. Ha
caMOM KapTe €ero HeT UW I[epelaBaTh €ro HUKOMY HE  HYXXHO.

IHI/IMMep - 9TO TOHKaid «IIPOKJIaAKa», KOTOpasa pacliojiaracrcsa MCKAY
YMIIOM Ha KapTC¢ M CUYHUTBIBAIOIIHUM YCTpOﬁCTBOM YyUmoB B OaHKOMAaTe WM
TCPMHUHAJIC — U 3AIIMCBIBACT AAHHBIC C YHIId, KOTAa UX CHUTBIBACT TCPMHUHAJIL.

DoS-araka wiu araka Denial-of-Service (oTka3 B 00CIyKMBaHUH) - 3TO
METOJl, HWCIOJB3yeMbI  JJIi  HaApyHIEHWs  JOCTyna  JOOPOCOBECTHBIX
MoJib30BaTeNiel K BbIOpaHHOW ceTw uiau BeO-pecypcy. Kak mpaBuiio, 310
JNOCTUTAETCA IyTEM TNEperpy3ku Lenu, (Jacto BeO-cepBepa) OTrpOMHBIM
KOJMYECTBOM TpaduKa WM MyTeM OTIPaBKH BPEJOHOCHBIX 3alPOCOB, KOTOPHIC
MPUBOJIAT K OTKA3y WK K OO0 pabOTHI 11€JIEBOTO pecypca.
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IP-agpec — 3TO yHUKaNbHBIA aapec, UACHTUPUIUPYIOMIHNI yCTPOHCTBO B
WHTEpPHETE WU JIOKalnbHOU ceTu. IP o3HavaeT «HTEpHET-IPOTOKOI» — HAOOP
IpaBuI, PEryJupyIOIX (popMar JaHHBIX, OTIPABISIEMBIX Y€PEe3 UHTEPHET WU
JIOKAJIBHYIO CETb.

[To cytm, IP-anpec — 310 MAEHTHUUKATOP, MO3BOJIAIONINN TMepeaaBaTh
uHOpMAIMI0O MEXAY YCTPONCTBAMU B CETHU: OH COACPKUT HHPOPMAIHIO O
MECTOIOJI0KEHUU YCTPOUCTBA M OOECIIEUNBAET €0 JOCTYITHOCTD ISl CBs3U. [P-
ajZipeca MO3BOJISIOT pa3ianyaTh KOMIIBIOTEPHI, MapIIpyTU3aTOPbl U BEO-CAUTHI B
UHTEPHETE U SIBJSIOTCS BaXXHBIM KOMIIOHEHTOM paOOThl HHTEPHETA.

Tor — »To cepBUC I AaHOHHUMHOTO JOCTyla B HMHTEPHET M, Kak
ciencreue, obxoma OmokupoBok. Yepes Tor moxxkHO 3aiiTh Ha OO0
3a0JIOKUPOBAHHBIN pecypc.

VPN (anrn. Virtual Private Network — BupTyanpHas dactHasi ceTb) —
3TO Oe3omacHoe 3amupoBaHHOE TMOJKIIOUYCHUE IOJIB30BaTEIsI K CETH, C
KOTOPHIM OH MOXET OOXOJUTh JIOKAJbHBIE OrPAHUYECHUS W COXPAHSITH
KOH(PUJIECHIIUAIBHOCTD.

Wi-Fi — 310 OecripoBoaHO# crmoco0 mepemayu AaHHBIX, MCIOJIb3YOIIHMA
panuocurHainsl. JlocioBno Wi-Fi nepeBoauTcss — 6€CIIPOBOIHOE Kau€CTRBO.



